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tinh Khdnh Hda ban hrinh Quy ttinh dam bro irn to n thi)n!: trn so trung hoat r16ng

ung dung c6ng nghd th6ng tin tr€n dia bdn tinh Khrinh Hr\a

Xet dC nghi cua ChAnh Vin phdng,

QUYTT DI\H:

Di6u l. Ban hiinh kcnr theo Quy6t dinh nr'ry QLry tlinh clarr biio un torin

thdng tin s6 trong hoat tl6ng irng dung cOng ngh"r thOng lin cia So ( irnr t htrrrng

Khrinh Hda.

Diiu 2. Quyit dinh niry co hieu Iuc kd rt ngriy kv ln thav rtre Qrrvit dinh so

104/QD-SCT ngay 28/10/2015 cira So C6ng Thtrrmg Khrinh Hoa ban hinh Quy chi
dam bao an toan, an ninh thong tin trong hoal dting irtrg dung ctrng nghe th6ng tin

cira Str Cong Thutrng tinh Kh6nh Hda.

Didu 3. Chdnh Vin phong. Chdnh Thanh tra. 1'rLnrng cic phdng. dtrn vi thtu.rc

So vd cdc cd nhdn co li€n quan chiu trieh nhiern rhi hrirrh QLrlit dinh niiy.1J44a
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QUY DINH
Ddm bdo an toirn thdng tin s6 trong hogt tl6ng ri ng dgng
c6ng ngh( th6ng tin ciia Sri C6ng Thuong Khrinh Hda

tBrtn hinh kin theo Qu.tir dinh si;,/tt lL gD-S(-f ng,^ ) 4 rhin': l l ntin )0 l E

cta Stt Cittg Thrrortg Kltittlt Mut

Chu'ong I

QUY DINH CHUNG

Didu l. Ph4m vi ttidu chinh vir d6i tu'o. ng 6p dgng

l. Phqm vi didu chinh

Quy dinh ndy quy tlinh vi€c ddm bdo an toan thong lin so trong hoat dong ung

dung c6ng ngh€ th6ng tin cta So Cdng Thurrng Kh6nh Hda.

2. D6i tugng 6p dgng

Can bq. cdng ch(rc vd nguoi luo dQng So C6ng Thtrtmg Khdnh Hoa: citc tir

chuc vir c6 nhin c6 lien quan.

Diilu 2. Muc tie u vA phuong hurirng thgc hi6n

l. Mgc ti0u

Phong ngua. ntsan chdn ngrry co gi1 tndt an toan thong tin sti trong hoat d,,rrg

ung dung c6ng nghf th6ng tin cua So C6ng 1'huong Khrinh Hoa theo cluy dinh phiip

luat.

2. Phudng huring thrlc hiQn

Su dung nrri hinh rnang Domain d0 quan ly tip trung v:i ting crrong tinh bao

nriit cho he th0ng thdng tin.

Di6u 3. Girii thich tt'ngt
Trong Qtry dinh ndy. cdc ru ngt dtroi diy dLroc hieu nlltr sau:

l. HQ thdng thong tin la h€ th6ng su dung cong nghc thdng tin dC thtr thnP.

truy€n. lrru t[I. xtr li vi cung cAp thong tin phue vtr nhu citr str dung cua cdc tir ch[rc'

cii nhin.

2. An toirn th6ng tin sd ld c6c hoat dQng quan li'. nghigp vLt va ky thtrat rloi viri

he thdng th6ng tin nhim brio v6, khoi phuc cic hq thong. ciic dich vLr vd nQi dLrng

thong tin doi vdi ngtry co tU nhi€n hodc do con nguoi gay ra'

I

1d



3. Cdng chirc chuy0n triich c6ng nghQ th6ng tin: ld c6ng chuc duqc giao trich

nhiim tham rnuu cong tdc quan ly va tnrc ticp thuc hi.rn nhi€m r u quan tri hi thong

th6ng tin.

Eidu 4. Nguy6n tic chung

l. HQ th6ng thdng tin cua Str C0ng'l'hutrng tuin thu nguy0n tic bat, thrtt an

toin th6ng tin s6 thco quy dinh rci Didu 4l Nghi dinh sd 64/2007/ND-('P ngdy

lOlO4l2OOT cua Chinh phti vd O'ng dpng cong nghd th6ng tin trong hoat dong cira co

quan nhd n Lrrlc.

2. Giam d6c So la ngudi co quyin cao nhit doi r tir toan bi, hoat dong r a c6ng

tdc dirn bao an toan tlrong lin so cho hi thong thong lin: c() loin quyi'n gia,, hay thu

h6i quyOn su dung h0 th6ng th0ng tin; co quyin quydt dint viic sf dung cdc thdnh

phin cua hi thong thong rin ngoii muc dich phuc vu c6ng viQc trcn co so tuan tht
cic quy dirrh cua phiip luit ra chirr hodn t,rin triich nlrirrrtt doi rrii quyit drrrh cur

rn in h.

3. Cdn b0. c0ng chuc. nguoi lao d6ng tham gia su dung he thOng th0ng tin So
('ong ThLrong phai tuin thu quy dinh ve ket ni,i va tnry eiip mang Intcmet. str dung

miy tinh cd nhdn trong hoat dOng c6ng vg. clLran lj,vi su dung tirr khoan hi thong

th0ng tin du(lc cip. cic quy dinh khic co lrirr qurn din un trrin. rrr rrinh th0ng tin trcn

nrOi trLrdng nrang do So ('6ng Thutrng va UBND tinh ban h:inh.

Chuong I I

euAN L* HE rHdNC rHON(; Ttr-
D,iNr rlio ^\ r o\\'r'HO\G'r'r\ so

Didu 5. Nguy6n tic phin lo4i vir mfc ilQ uu ti0n qudn l! cdc thinh phin hf
th6ng th6ng tin

l. Ngul'6n tic phin lo4i

CIn c(r thdrn quyin quan 11i,, su dgng vi pham vi tri0n khai, phin loai nhu sau:

a) Cdc thdnh phin h"^ th6ng th6ng rin do UBND tinh dAu tu vi rrien khai.

b) Cdc thrinh phan h0 th6ng thdng tin do So Cdng Thuong cliu tu su dung.

2, Mt'c tl6 uu ti6n quiin lf
Cdc thinh ph6n hi thOng th6ng tin do UBND tinh diu tu sC duoc uu ti0n quan

ly nhiOu htrn vi anh huung truc ticp vd thuong xuy6n d6n c6ng tdc quan li qudn li
nhi nLroc cha So Cdng Thuong.
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Didu 6. Qudn lf vi tlidu hinh h( th6ng miy cht, thi6t bi m?ng yn thi6t b!

bdo v( mlng

l. Ph6i hqp vtri So Th6ng tin va Truyirr thting. drrn vi liin qLran xiy dLrng ttii

li€u k! thudt mo ta kiin truc he th0ng mang. thong so ki lhuat. cdu hinh hi rhr',ng.

gitii ph6p sao luu vd phgc h6i dt liQu cho miy chu. mdy tranr, ciic thii't br trong ht
thong lhong tin dd larn cun eir clurn lj,. rin harrh ri xrr ly:u etr.

2. 'l rung bi cong cu rLrurrg lua r a giiirn 'ir trrry ciip doi r rir hi thong miv ehu.

thi€t bi mang.

3. 1'hutrng xuy6n cip nhit cdu hinh chuAn thco hutlng din. khLryin nghi cua

nhd san xu6t thiet bi, dcm vi cung c6p phin mirn ung dung ho{c cu qLran quan ly nhi
nr.rtic chuyen nganh.

4. Han chO su dung cdc chrlc ning. cong gilo riip. giao thtrc vi dich vu mang

khong cin thi€t nhung vin darn bao duy tri hoal ddng thtrdng xuy.,cln cua hi rhong

th6ng tin.

5. Kip thoi tliu ttr nirrg eip he th6ng rnrii cltu. thitit lrj rrtrrrg rn thiit bi bao rtt

mang khi xuit hrqn tinh trang xu6ng cip hoic khong ci'n kha ninr ddp img duoc v€u

ciu ct)ng vi€c hoirc kh6ng dam bao an loin tlla'ng tin sd trong holt ddng (rng dung

c6ng ngh€ th6ng tin.

Didu 7. Kidm tra. ri soet vi kh6c phqc sql c6 tQ ttr6ng tndng tin

l. Kiinr tra. ra soil toan bo he th6ng lhong tin il nhal 0l lin ninr de ddnh grri.

phdt hi€n c6c nguy co. kha ning g6y rnit an loen th6ng tin s6, tt dri thuc hi€n cic
bitln phiip ein thiclt ra kip rhoi di han clti'thr.it hai tr nrirc rhip nhir ch. hri tlrirrrg

thdng tin.

2. Phdng chOng cdc phin mim co hat nhtr vrnrs. wonr. spyrvalc,... cho h€

th6ng miy chu, mdy tram ve thi6t bi tnang. Sao luu ciu hinh. trtng thdi, (Lng dung, dir

li6u cua he thong th6ng tin vi lLru trir dii liOu sao lLnt tai ntvi an todn. Dir li€u sao lLru

plrri durrc kiirn tru r i cln nhll rhuong xtryin tli phue r u crjnl: lnc lrir c(rtr. Phnc hoi

trong trr.rong hop cin thidt.

3. Quan lj'dinh danh d6i vdi t6t cd ngutri ding tham gia su dvng hcl thr-rng

th6ng tin, chi cung cip nhiing chirc ndng thidt y6u nh6t dd phuc vu c6ng viQc; trang

bi diy dn ki6n thuc bao nrit cdn thi6t cho ngrLdi sir durlg tru(rc khi cho phcp truy cip

vi su dung hf th6ng th0llg tin.

4. Quan li c{ic trii khoan cLra hQ th6ng th6ng tin: thLrc hiQn htry qLrycn truy eap

i,d thLr hiii cdc tdi sdn li6n quan (khoa, thc tiri khorin, tlrc nh{n dang,. .) cua ngutri sLr

dung ili nghr huu. nghr vi,.rc hoic chuyen cdng tic clin ctl qurn khic nhtrng r in 'hrn
l
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bao khd ning truy cip vdo c6c hd scr, tdi liQu duoc t4o ra boi crin b6, cdng chuc hoic

nhin vi€n do.

5. fhco ddi va ngin chin lruy cap lu ra trdi phep rdo hi'thong thong trn: su

dyng chftng thuc vd me h6a tle ngin ch4n c6c truy cip mang kh6ng diy c6 kha nirng

giy mdt an torin hQ rh6ng thong tin.

6. ( ilri nhdn. lLnr giii qui trinh ding nhdp. ciLr hinh. rruy xuit hf thong vu cdc

thring tin lien quan vao brin ghi nhdt kj,cua hf thonts rhong tin nhim x6c dinh nhiing

srr ki6n di rr1 ra. nguon goc ri k6r qui cic srr kiin do. lirn crt .o di khic Phtrc cdc

sr,L c0 ild xay ra.

7. C6c bi€n phdp khiic thco huong ddn cua co quan quan ly chuy0n ngdnh.

Churrng Ill
SU,DI.I\(' HE THO\G I'IIO\G I'I\

r).i\t u,\() .\\ t ().\\ THa)NG Tt\ so

Di6u 8. Phin qu1,6n sri dung hQ th6ng thOng tin

L Ciam doc S(r quytt dinh vi0c phin quyOn su dung ciic ch[Lc ning hQ thirng

thong tin doi voi ci nhan thanr gia su dung hc thung tuv thc nhrinr vu. chuc lrlch
dutlc giao.

2. Tdi khoan qudn td dalng tle phirn quyin su rJung hi thong thdng tin duoc

giao cho c6ng chirc chuy0n trdch c6ng ngh6 th6ng tin qurin ly. su dung d6 thrrc hien

phirr quyin thco quy0t dinh cua Gidm doc Su.

Diiu 9. Tr6cb nhiem c6 nhin khi tham gia sii'dung hQ th6ng th6ng tin

L Ddi vOi \ idc kit noi va truy cal rnang lntemel

Vioc k€t noi mang lnternct voi hd th6ng thong tin ld d€ phuc vu cdng vi0c

chuven mdn. nghiem cdm cdc hirnh vi sau diy trong qu6 trinh srr dung k€t noi mang

Intcrnet:

a) Chia sc vri phit tdn cdc n6i dung trdi quy dinh phap luit.

b) Su dung ket n6i Intcrnct de rdi \c hoAc su tlung phrrn. nhac. trd cltoi truc
tLry6n trong gio ldm vi0c hdnh chinh.

c) Trr y cho nguoi ngoii co quan su dung k6t ndi mang Inremcl di rhuc hien
cdc nrgc tlich ngodi c6rg viec chuyCn mon khi chua tluoc Girim diic So cho ph6p.

d) SLr dLrng kdt n6i mang Intemer di soan rhro cie vdn ban. tdi liiu '.Mrit.' hoic
vdn ban. tii li€u thudc danh muc han chi'su dung rhco quy dinh phiip ludt.
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2. D6i \(ri \ iec sir dung mny tinh d0 ket n6i he th6ngth6ngtin

M,ry tinh do co quan trang bi ld phutmg tifn dC phuc vu c6ng vidc chuy'dn

mOn. dtrgc cluan ly theo cdc quy <Iinh cua phip luit v€ quan ly tai san nha nu(rc. ('ic
hdnh vi sau ddy phdi th6ng bdo cho c6ng chuc chuydn trdch c6ng nghe rhong trn hiit
r n phri eri srr dong y cua Gidm d6c S(, tru('rc khi tiin hanh:

a) 
-l'hay 

c16i cdu hinh miiy tinh.

b) Ket noi rniy tinh vcri ciic mang th6ng tirr khiic ngodi co quan.

c) Crii dit cic phdn m€n.r kh6c voi quy tlinh cua co quan.

dt Kdr n6i rndy tinh thudc so huu riing cua cd nhan rao hi rh,.rng thtrng t rn.

-1. Doi r tri viec quan lj. su dung tdi khoan h.i rhong rhong tin

a) C'h nhan dugc cip hoirc giao quan ly. su dung tdi khodn hd thong thong tin

phdi dit m6t khau thco c6c y€u cdu sau:

- Co ch(ra cd c6c kf tu cht in ve cht thuong.

- ( o chrra ky tu so. cdc kV tu d6tr cdu hodc cdc ky tu dic bi€t.

-(0rtnlrdt08 ly tudoi voi tdi khoan nguur dung. ir nhir t5 kitudui \ur lrii
khoan quan tri h0 thdng.

- Kh6ng phai li m6t tu hodn chinh trong ciic ngdn ngi th6ng dung tTiing V ict.

Tidng Anh, Ti6ng Phdp,...).

- Kh6ng phdi li mdt dey k! tu l5p lai co quy luat.

- Khting dga vdo th6ng tin cd nhin {ngiy sirrh. so tliin rhoai,...). ten ngrriri. tcn

dia danh. ten co quan hoic cdc t€n gqi khric.

b) Cic hdnh vi :\au dey bi nghi€m cdrn khi str dung tiri khoan htt rhong thi'ng
tin:

- Dtng chung mot mal khau cho nhiiu tai khoan hi rhong thong tin.

- Dtng nrat khiu tdi khoan h0 thOng thtirrg tin cho cic tai khoan khric ctra cl
nhin nhrr grnail. yahoo,...

- ('ho cd nh6n khdc biel rndl khiu {tru truong hup Giarn doc Srr yiu citrt.

- Ding chuc ndng ghi nho mat khdu cua cdc trng dung trdn mdy tinh datng

chung nhu (iooglc Chrome, FireFox,...

4. Pht)ng chdng phin mirn c6 hai

a) Khong truy cip vA tai tltt lrqu tu wcbsitc. dtrln dan, rnang xii hiri.... cti n6i

dung trdi quy dinh ph6p lu4t.
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b) Kh6ng mo c6c tei li€u. t6p tin gui kcm khi nhan thu diCn tu co dia chi la

honc kh6ng cidng tin ciy.

c) Kh6ng tu y chia si quy€n truy cdp o dia mdy tinh qua m4ng ndi b0 (tru

truong hgp co sqr dong i, cua Gidrn d6c Sot.

d) Quct virus vd cdc phiin rnim c6 hai trdn cdc phutmg tign luu tri gin ng,rai

nhu USB, thc rrhd. dia cung gan ngoii,.. .truoc khi st dung.

5. D6i voi vi€c str dung thu diQn tt c6ng vu

a) Phai kip thoi th6ng b6o cho cong chuc chuy€n trAch cong ngh6 thong tin

hoic bdo cdo Girim tloc So khi nhdn dugc thu diin tt co diu hi€u la. co lhi \ i nham
ph6p luQt hoqrc c6 khd ning gAy anh hutmg d6n cong vi€c. uy tin. drnh du, tdi san cta

bdn thdn. co clLran hoac t6 chric, c6 nhdn kh6c.

b) Nghicrn cdrn ctic hdnh vi sau diy:

- Su dung thu diqn tu cOng vg cho c6c muc dich ngodi c0ng vi0c chuy6n mtin

hoac ph6t tan cdc nQi dung trdi quy tlinh phrip lu6t.

- Sri clung thu di6n tu c6ng vu nhim qudy rtii hay kirn gidn do4n c6ng vi6c cua

td chirc. ci nhiin khic.

- Ddt chc dd chuy0n thu tu il6ng tt tdi khoan thu aliqn tu cong vu toi tii khoal

thu dien tu kh6ng chinh thLic nhu gmail, yahoo....

- Phrit t6n phin rndrn c6 hai hodc thu rdc qua he rhong thu tlifn tu c6ng v1r.

Chuorg lV

TO ('HUC I'HT T] HIEN

Di6u 10. Trich nhi6m c6ng chri'c chuyOn trich c6ng nghQ thdng tin

l. Srt rlrrrtr cic ehirc nirrg cu:t cr-rng ctr trrimg lrrr tnerr cirr rli cinr trtrr rip
ci)ng trang thimg tin diin tu. dien ddn. mang xd h6i. dia chi tnrc luyrin ll()irc ntlng
thong tin thco quy dinh phrip luit.

l. lhurrt ntuu (iiirrr doc So quy dlnh cric chtrung trirrh- phin mdm dtLrrc nhcn
ciii ilirt trCn nriry tinh chi nhim muc dich phuc vu cho cr)ng tic quan ly nha nu'(rc. C ai

ctit phin mdm cliOt vinrs vi h€ dii'u hanh co hun qLry6n. tlrLrimg r.uyCn cip nhiit cric

birrr ri buo rliil (la'drrn hir{r ln loin clro he rhi'nr: thdnu tin.

-1. ('irr hinh. phrin qLrvi'n trin ntdy tinh rlirng chung c10 mdi cri nhin chr lntv cap

clrrrrc ll'lL muc cliL li€u cria nrinh. kh6ng truy cip dLroc thLr muc dir lieu cLia cfrc c.l

nhin khdc.
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4. Cric tdi khoan qudn tri he thOng th6ng tin (tdi khoan quan rri miiy ch . rhiet
b! mang, phdn rnem ung dung vd co so di lieu) phai thay t10i rndt kh6u dinh kj,. it
nhdt 03 ttrang I lAn.

5. Chu dQng ph6i hoo voi So Th6ng tin va Truyin rhong khr-n hoac thu hoi tdi

khorin thu di0n tt cdng vr,r n6u nguoi su dr,rng khdng tuin thir cric quy dinh cua phdp

lu{t hodc vi€c s(r dung di liirn t6n hai nghiinr trong din ct'ng r iec vi uy tin cLia co
quan.

6. Chi cho phep c6c m6y tinh va thi6t bi tlugc trang bi co ch6 bro rndt 1co chi
dinh danh rhi6t bi va trang bi phin mem ch6ng cde phin m.irn co hart thuc hi[n ki'r

nor tu xa vao hc thong thong tln.

Diiu I l. Trdch nhiQm Vin phdng Sd

L Ndng cdp. bao dudng hi rhong rndy chu. llriit bi rrang ri thict hi hao rc
mang; dao tao ngudi su dung tle thuc hien hieu qua c6ng tdc ddm bao an toin th6ng
tin s6.

2. Ph6 bi6n c6c quy tlinh vi an toan thong tin so din cin bir, c6ng chuc. ngrrrii

lao d6ng; trang bi ki€n thuc bdo mdt cho ngLmi srr dung theo hunng din cta So

lhong trn va lruyen thong.

3. Khi xriy ra su c6 mdt an toin th6ng tin so. phai dp dung mor biin phdp tlti i
khic phuc vd han ch6 thi€t hai, l6p bi6n ban vd bdo cio bing vr'in bln cho co quan

cip trdn qurn ly truc tiip. Truimg hgp sq c6 nghi0m trong vuot cluti kha ning khic
phuc, phrii b6o cdo ngay cho co quan cip trcin qurn lj' trrLc tiip vri thirng btio cho Str

fhong tin r i Truydn rhong ,Ii duuc IrLrthg din. Iro rrtr.

4. Biio c6o t6ng hgp tinh hinh thuc hi€n cdng tdc ddn bao an toin thong rin so

theo dtnh ky ri theo yeu ciu dor xudl cua co qttitn co thiirn qtrlirr.

Di6u 12. Didu kholin thgc hien

Vdn phdng So chLi tri, ph6i hop cric phdng. dorr vi thtlc hien nghiCm ttc quy

dinh nity.l llet
Gt.\\t I)( )('
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